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Abstract

Malware detection in real-world settings must deal with
evolving threats, limited labeling budgets, and uncertain pre-
dictions. Traditional classifiers, without additional mecha-
nisms, struggle to maintain performance under concept drift
in malware domains, as their supervised learning formulation
cannot optimize when to defer decisions to manual labeling
and adaptation. Modern malware detection pipelines combine
classifiers with monthly active learning (AL) and rejection
mechanisms to mitigate the impact of concept drift. In this
work, we develop a novel formulation of malware detection
as a one-step Markov Decision Process and train a deep re-
inforcement learning (DRL) agent, simultaneously optimiz-
ing sample classification performance and rejecting high-risk
samples for manual labeling. We evaluated the joint detection
and drift mitigation policy learned by the DRL-based Mal-
ware Detection (DRMD) agent through time-aware evalua-
tions on Android malware datasets subject to realistic drift re-
quiring multi-year performance stability. The policies learned
under these conditions achieve a higher Area Under Time
(AUT) performance compared to standard classification ap-
proaches used in the domain, showing improved resilience
to concept drift. Specifically, the DRMD agent achieved
an average AUT improvement of 8.66 and 10.90 for the
classification-only and classification-rejection policies, re-
spectively. Our results demonstrate for the first time that DRL
can facilitate effective malware detection and improved re-
siliency to concept drift in the dynamic setting of Android
malware detection.

Code — https://github.com/s2labres/DRMD
Extended version — https://arxiv.org/abs/2508.18839

1 Introduction

Malware poses a significant and ever-evolving threat to mo-
bile devices, personal computers, and enterprise systems.
Every day, tens of thousands of new Android and Windows
applications appear, far outpacing the capacity for man-
ual analysis. Automated malware detection using machine
learning approaches is therefore crucial to ensure user secu-
rity. However, unlike domains that can directly process raw
data, malware detection relies on vectorized abstractions to
represent applications for classification. Therefore, feature
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extraction plays a pivotal role in determining the overall per-
formance of a malware detection system. As a result, mal-
ware representations have been addressed using various fea-
ture spaces (Arp et al. 2014; Onwuzurike et al. 2019; Zhang
et al. 2020b; Li et al. 2021), each incorporating different in-
formation (e.g. API calls or app permissions) into feature
vectors for malware detection classifiers.

Traditional supervised classifiers struggle to maintain
malware detection performance in isolation as benign and
malicious behaviors evolve over time (Pendlebury et al.
2019; Miller et al. 2016; Allix et al. 2015). While classi-
fication techniques from domains such as computer vision
are effective on stationary data, they struggle to adapt to the
dynamic nature of malware that actively seeks to evade de-
tection (Kan et al. 2024). Approaches such as active learning
(AL) to periodically retrain on a subset of new samples (Set-
tles 2009; Chen, Ding, and Wagner 2023) and classification
with rejection to selectively abstain from classification (Jor-
daney et al. 2017; Barbero et al. 2022; Yang et al. 2021)
can mitigate performance degradation caused by evolving
threats.

In this work, we unify classification, AL, and rejec-
tion within a single decision framework using deep re-
inforcement learning (DRL). Prior work from Coscia et
al. (2024) extended the Imbalanced Classification MDP
(ICMDP) (Lin, Chen, and Qi 2020) for Windows PE mal-
ware family classification to address class imbalance. While
achieving impressive performance, prior work (Coscia et al.
2024; Binxiang, Gang, and Ruoying 2019) does not unify
classification and rejection in a single decision process, nor
does it consider concept drift introduced by malware evolu-
tion. Furthermore, episodes in the ICMDP formulation in-
volve classifying multiple samples: this introduces invalid
sequential dependencies through the state transitions be-
tween samples.

We present the first approach in this domain that reformu-
lates malware detection as a one-step MDP, or contextual
bandit, where each episode corresponds to a single sam-
ple, thus avoiding spurious dependencies between states.
Leveraging this formulation, we train a DRL-based Malware
Detection (DRMD) agent that directly optimizes the long-
term trade-off between detection accuracy, labeling cost, and
misclassification risk under realistic concept drift. The poli-
cies learned by DRMD provide statistically significant gains



over the best baseline in 75% of settings evaluated across
different: feature spaces, datasets, and drift scenarios. These
results demonstrate that DRMD is a promising enhance-
ment to current malware detection pipelines. In summary,
this paper makes the following key contributions:

* Malware Detection MDP. We introduce a novel one-step
MDP formulation of malware detection that treats each
sample independently, named the MD-MDP. This recti-
fies the spurious dependencies between samples present
in prior work.

* Integrated Rejection. We extend the MD-MDP with a re-
jection action and reward structure, which enables learn-
ing a policy that balances classification accuracy and
misclassification risk.

* Time-Aware Evaluations. We demonstrate that the poli-
cies learned from the MD-MDP consistently outper-
form Android malware detection approaches considered
across multiple feature spaces and datasets in time-
aware evaluations, achieving a relative AUT gain of 8.66
and 10.90 for the classification-only and classification-
rejection policies, respectively.

2 Related Work

DRL has demonstrated excellent performance in a variety of
decision-making and classification tasks. Lin er al. (2020)
formulated ICMDP, forming states as samples, actions as
predicted labels, rewarding +1 for correct and -1 for in-
correct classification of minority class samples with ma-
jority class sample rewards down-scaled according to the
class distribution. The use of a Deep Q-Network (DQN)
for ICMDP (DQNimb) has been successful on images in
the healthcare domain, including stroke detection (Zuo et al.
2024), COVID-19 screening (Yang et al. 2024), and other
healthcare tasks (Zhou et al. 2021; Jayaprakash et al. 2023;
Usha Nandhini and Dharmarajan 2023). However, the appli-
cation of DRL to malware detection is underexplored. SIN-
NER (Coscia et al. 2024) builds on the ICMDP framework
and extends its reward function to the multi-class setting,
employing a Dueling Double DQN to classify the family of
Windows PE malware samples. Earlier work from Binxiang
et al. (2019) similarly applies DQN to detect Windows PE
malware. Although these approaches improve performance
(c.f. Lin et al. (2020)) by harnessing DRL, they do not con-
sider concept drift, a core problem in malware detection.
Furthermore, these approaches are not evaluated in conjunc-
tion with AL or rejection mechanisms. In contrast, our work
combines classification, rejection, and AL for an agent to
learn a single policy to effectively detect malware over time.

3 Android Malware Detection

A core challenge of malware detection arises from the scale
of new samples that emerge daily and the limited capacity
for manual review. Onwuzurike et al. (2019) estimated that
an upper bound of 10,000 applications are submitted to the
Google Play Store each day, while Miller et al. (2016) as-
sumed the manual review capacity of an average company
at only 80 samples per day. This significant gap necessitates
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the use of machine learning (ML) to accurately and consis-
tently classify new applications based on previously labeled
data.

Concept Drift A key limitation of traditional Supervised
Learning (SL) classifiers is their reliance on the assumption
that data follows an Independent and Identically Distributed
(IID) structure (Bishop and Nasrabadi 2006). However, this
assumption does not hold in the domain of Android mal-
ware, due to the continuous evolution of both benign ap-
plications (goodware) and malware over time (Pendlebury
et al. 2019). Goodware evolves naturally as software devel-
opers introduce new features, while malware adapts to better
mimic goodware and evade detection. This continual evolu-
tion leads to a divergence between training and testing data
that expands over time, a phenomenon known as concept
drift (Moreno-Torres et al. 2012). This performance degra-
dation in malware classifiers poses a significant threat to the
security of end users (Allix et al. 2015; Miller et al. 2016;
Pendlebury et al. 2019; Kan et al. 2024).

AL and Rejection Mechanisms One of the primary
strategies to mitigate concept drift is active learning (AL),
which involves selecting a subset of new samples for manual
labeling and periodic retraining (Settles 2009). The strategy
for selecting the most informative samples is the key dif-
ferentiator between selection approaches. However, manual
labeling in the malware domain is resource-intensive. There-
fore, AL techniques must carefully balance selecting the
most informative samples while minimizing labeling costs.
In contrast, rejection strategies identifies samples with a high
probability of misclassification. These rejected samples are
quarantined for manual inspection or other investigate pro-
cesses. Both AL and rejection mechanisms in Android mal-
ware detection are typically employed periodically to mit-
igate concept drift, with common evaluations considering
monthly periods for these mechanisms (Kan et al. 2024;
Chen, Ding, and Wagner 2023; McFadden et al. 2024a). In
this work, we focus on the use of uncertainty-based AL and
rejection (Settles 2009). The integration of other methods,
such as conformal evaluation (Jordaney et al. 2017; Bar-
bero et al. 2022) or explanation-based approaches (Yang
et al. 2021), into the reward design of DRL-based detec-
tors presents an interesting but non-trival direction for future
work. This paper aims to establish a foundational basis for
DRL-based malware detection integrating AL and rejection.

Time-Aware Evaluation Since concept drift in malware
detection is inherently time-dependent, time-aware evalua-
tions are essential to assess classifier performance in real-
world scenarios. A valid time-aware evaluation must adhere
to the following constraints (Pendlebury et al. 2019; Kan
et al. 2024). (C1) Training samples must always precede
testing samples. (C2) All testing samples must be drawn
from the same time window. (C3) The malware distribution
in the testing set must reflect a realistic distribution. Violat-
ing these constraints can introduce biases that artificially in-
flate the performance of the classifier, leading to unrealistic
expectations in practical deployments. In order to evaluate
the performance of detectors, we use the Area Under Time
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Figure 1: Overview figure showing the one-step classification of a sample using DRMD, with training components in blue.

(AUT) metric, introduced by Pendlebury et al.(2019), and
defined as:

= [P(Xnr) + P(X)]
1 — 2

AUT(P,N) = Nl_ (1

where: P(X}) is the performance on samples X}, using met-
ric P, with P being the F} score in our paper.

4 DRMD Design

DRMD is a DRL-based approach that, in its most com-
plete form, unifies classification, AL, and rejection in a sin-
gle malware detection pipeline. DRMD first formulates the
Malware Detection MDP (MD-MDP), then uses a deep neu-
ral network to learn an effective detection policy. Concretely,
MD-MDP extends ICMDP (Lin, Chen, and Qi 2020) with
corrected episode definitions and integrates the mechanisms
necessary for effective malware detection in practice. See
Figure 1 for an overview of DRMD.

Motivation The application of DRL to detection tasks has
been shown to improve performance in more complex do-
mains with class imbalance (Zhou et al. 2021; Zuo et al.
2024; Yang et al. 2024). However, the use of DRL in mal-
ware detection has seen little work (Coscia et al. 2024; Binx-
iang, Gang, and Ruoying 2019) likely due to the drift and
class imbalance of the domain. A policy for malware detec-
tion should consider the larger decision-making process of
classification, rejection, and AL; thus allowing for the opti-
mization of performance to be rejection-aware. Finally, the
agent must adapt to concept drift within the domain con-
straints. As a result, DRL policies must move beyond the
stationary perspectives of prior problem domains. Our MD-
MDP and agent design achieve these considerations through
a one-step episodic formulation that leverages an expanded
reward function for temporal robustness and the integration
of rejection.

41 MD-MDP

Prior work has applied the ICMDP to several domains such
as malware family classification (Coscia et al. 2024). How-
ever, the formulation of ICMDP assumes state transitions
between classification samples, thus treating independent
samples as sequentially dependent. To overcome this, we
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cast malware detection as a one-step MDP (aka contextual
bandit).

Episodes In our formulation, each episode consists of a
single step: classifying or rejecting one sample. This corrects
the state transitions introduced by the ICMDP formulation
by isolating each sample into its own episode. Therefore,
our MD-MDP formulation ensures that policy updates do
not introduce spurious correlations as a result of artificial
dependencies between independent samples.

States For episode e, the sample z¢ consists of d features,
where F C R¢ represents the feature space, hence z¢ €
F'. The state consists of the features of the current sample;
therefore, the state space and state are defined as S = F' and
s = x°, respectively.

Actions A chosen action a € A represents the decision
of the agent for the current state s. The action space is
A = {agw; @mw, Grej}, Where ag,, classifies the sample as
goodware, @, as malware and a,..; rejects the sample, ab-
staining from classification. Active learning is integrated by
retraining on samples for which the agent selected a.;.

Rewards The rewards need to encapsulate the dynamics
of classifications and rejection. The three underlying com-
ponents of classification in the domain are the accuracy of
the predictions, the natural imbalance in the distribution of
the samples, and the evolution of samples over time.

For prediction accuracy, correct classifications receive a
positive reward and incorrect classifications incur a penalty.
Given the true label y© € {0, 1} for a state y(s¢) = y*, the
accuracy reward is:

ifa = y(s),

Race(s,a) = { if a # y(s).

For class imbalance, since Android malware samples are
the minority class (6 =~ 10%) (Pendlebury et al. 2019), the
rewards and penalties for malware samples (y(s) = 1) are
proportionally increased. We use upscaling instead of ma-
jority class reward downscaling used by Lin et al. (2020) as
we introduce additional scaling factors for temporal and re-
jection values. Therefore, the malware reward upscaling is
defined as:

+1

O @)

Run(s) = {1/& ify(s) 3)

1 ify(s)=0.



For temporal robustness, we upscale the rewards for the
current state s by it relative temporal position T},,,, in
months, compared to the the first training state s9, such that:

Rimp(s) = 1/2max (1, Tpos(s) — Tpos(so)) %)

For rejection, the reward is comprised of a flat rejection
cost (R.ost), the inverted reward of the next most likely ac-
tion (Rnmi = Reayf(s,a # arej)), as well as a rejection
scaling factor based on the value of R,,,,; and 6. The scaling
factor balances the rewards for classifying and rejecting mal-
ware predictions while incentivizing rejection of uncertain
goodware predictions. Together, these components penalize
interference with correct classifications and incentivize re-
jection of incorrect classifications. The rejection reward is
defined as:

Rycj(s,a) = {

The classification (2. r) and complete DRMD (R,,) re-
ward functions are defined as:

1
_Rcost -5 anl

_Rcost - 6'anl

else.

&)

Rclf(87 CL) = Racc(37 a) X Rtmp(s) X Rimb(s) (6)
_ Rle(Sv (l) ifa € {agun amw}
Rer(s,a) = {Rm]—(s, a) ifa = aye; )

Using our formulation, we create two types of policies for
evaluation in Section 6. First, a Classification-Only Policy
(me1) using the classification actions (agy, and @yy,,,), and
reward R s (s, a). Second, a Classification-Rejection Policy
(7rer) that uses all actions, and reward R, (s, a).

4.2 Agent Architecture

We use Proximal Policy Optimization (PPO) (Schulman
et al. 2017), modified for one-step episodes, to train the
DRMD agent. As the clipped update and actor-critic archi-
tecture of PPO allows efficient scaling to high-dimensional
environments while maintaining training stability (Nguyen
and Reddi 2021). Additionally, PPO has seen successful ap-
plication to several other security domains such as auto-
mated cyber defense (Foley et al. 2022a,b; Hicks et al. 2023;
Bates, Mavroudis, and Hicks 2023), vulnerability discov-
ery (McFadden et al. 2024b; Foley and Maffeis 2025), and
adversarial machine learning (Tsingenopoulos et al. 2022,
2024). The on-policy nature of PPO and its use of rollout
updates facilitate learning on the most recent samples com-
pared to experience replay buffers, used in off-policy meth-
ods, which would be more susceptible to concept drift.

While we have formulated the MD-MDP as a one-step
MDP or contextual bandit problem, existing deep contex-
tual bandits (DCBs) are not well-suited to our setting. See
the extended version of this paper (McFadden et al. 2025)
for evaluations of NeuralTS (Zhang et al. 2020a) and Neu-
ralUCB (Zhou, Li, and Gu 2020). First, DCBs assume sta-
tionary sub-Gaussian (bounded) reward noise (Zhou, Li, and
Gu 2020), an assumption violated in malware domains due
to concept drift. Existing work has explored the use of DCBs
to facilitate AL (Tae et al. 2024; Ban et al. 2024) but not the
application of AL to DCBs.
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The agent employs separate actor and critic neural net-
works, each consisting of four hidden layers with 512 neu-
rons per layer, using LeakyReLU activations and dropout
for regularization. The full architecture and hyperparame-
ters are detailed in the extended version of this paper (Mc-
Fadden et al. 2025). During training, each epoch consists
of one episode per training sample using the current policy.
The collected states, actions, and rewards are then used to
compute the clipped policy and value losses to update the
actor and critic networks over mini batches. When new sam-
ples become available after the initial training, the agent will
be fine-tuned on a sliding window of the newest samples
(instead of on all samples) to focus updates on adapting to
changes in the domain.

5 Experimental Settings

Datasets We use two Android malware datasets in our
evaluation: Transcendent (Barbero et al. 2022) and Hyper-
cube (Chow et al. 2025). Transcendent provides an estab-
lished Android malware dataset (Kan et al. 2024; McFadden
et al. 2024a; Herzog, Eusebi, and Cavallaro 2025), while Hy-
percube is an updated dataset with newer malware samples.
Transcendent consists of 259, 230 applications collected be-
tween 2014 and 2018. Hypercube contains 159, 839 applica-
tions between 2021 and 2023. For both datasets, we use the
first year for training and subsequent years for testing, al-
lowing evaluation of performance under concept drift. Both
datasets contain a malware distribution of ~ 10% accord-
ing to the spatial constraint of Tesseract (Pendlebury et al.
2019), and the samples have been labeled using a standard
VirusTotal detection threshold (VIT = 4), according to
the recommendations of (Pendlebury et al. 2019; Kan et al.
2024).

Feature Spaces To ensure that the performance of DRMD
is independent of a single feature representation, we evalu-
ate it using two different Android malware feature spaces for
each dataset. We use feature spaces that enable us to evalu-
ate our approach across varying amounts of information per
sample. First, we use the Drebin (Arp et al. 2014) feature
space, consisting of a sparse, high-dimensional binary vec-
tor, capturing static features extracted from the application’s
metadata and bytecode, including permissions, API calls,
and network addresses. For our experiments, we follow Kan
et al. in selecting the 10,000 most informative Drebin fea-
tures as it maintains performance while managing computa-
tional complexity. This representation has become the stan-
dard in Android malware detection (Pendlebury et al. 2019;
Chen, Ding, and Wagner 2023; Chow et al. 2025). The sec-
ond feature space that we use is Ramda (Li et al. 2021), a
compact feature space designed for adversarial robustness,
which focuses on three critical static attributes: permissions,
intent actions, and sensitive API calls. Each application is
encoded as a 379-dimensional binary vector that captures
the presence or absence of these features.

Baselines To compare our novel MD-MDP with the
ICMDP, we evaluate the two model designs using the same
(our) DRL agent architecture, thereby isolating the effect



Hypercube-Drebin Hypercube-Ramda

Transcendent-Drebin Transcendent-Ramda

AL Rej AUT £std  ABase AIC AUT £std  ABase AIC AUT £std  ABase AIC AUT £std  ABase AIC
0 0 6333 +1.14 -1.15 +0.88 45.03+£0.68 +13.74***  +0.36 58.07+0.53 +8.46*** +1.11 5046 +£0.87 +6.72** +0.10
0 50 | 65.05+0.98 +0.66 +0.48 45.84+0.86 +18.69"** +0.31 59.4440.54  +11.48*  +0.49 522241.00 +9.64** +0.20
0 100 | 67.13£1.07 +3.59** +0.34 46.87+£0.77 +26.65**  +0.20 59.914+0.58 +11.88***  +0.50 52.55+091 +1041*  +0.37
0 200 | 70.48 £091 +6.42%** +0.14 48.89+0.79 +29.77***  +0.63 61.924+0.62 +14.53***  +0.57 53.41+1.07 +13.66"* -0.12
0 400 | 75.02+0.80 +9.98*** -0.43 52.504+0.66 +32.92***  +1.60 63.264+0.87 +18.29"* +0.29 55.394+0.86 +21.66"* +1.02
50 0 74.05+135 +6.01** +5.56** | 46.20£0.79 +8.55*** +0.45 70.65+£0.92 +0.04 +5.31%%* | 57.74£242 +7.28** +0.30
50 50 | 76.06+1.59 +7.91*** +5.63"* | 46.37+0.74 +11.69"** -0.33 73.00+0.87 +3.96* +5.10"** | 5829 +£2.51 +8.76** +0.04
50 100 | 77.36 £1.66  +9.23*** +5.13** | 46.86 £0.87 +16.00"**  -0.19 73.044+0.84 +2.26 +4.74*** 1 59.890+£2.42 +10.31**  +0.38
50 200 | 79.16+£1.77 +10.78**  +4.12** | 48.14+0.75 +21.29*** +0.55 73.53+£1.92 +3.58* +3.22% 60.20£2.00 +12.63*** -0.27
50 400 | 81.894+1.85 +13.13*** +2.84* 5123 +£1.13  +23.97***  +2.35** | 74.82+£0.97 +4.43** +3.10* 62.90+2.08 +18.61"*  +0.30
100 0O 75.944+0.93 +5.56*** +3.15 48.27+0.67 +7.73*** +1.45% | 71.06+£0.98 -0.74** +4.50** | 59.77+£1.60 +4.08** +1.66
100 50 | 77.96+£0.99 +6.74*** 4295 49.094+0.71  +11.18** +1.15* | 73.32+1.13  +2.40* +4.81** | 60.60+£1.88 +6.89** +1.87
100 100 | 79.28 £ 1.15 +8.23*** +2.55 49.73+£0.77  +15.63***  +1.16* | 73.51+£1.01 +1.45 +4.30* 61.92+1.58 +8.01** +2.02
100 200 | 81.10£1.47 +10.53***  +2.01 51.044+0.80 +23.68*** +1.74** | 74.17+£1.52 +3.31* +2.86 6222+1.45 +10.49**  +0.74
100 400 | 83.61+£1.68 +12.27*** +1.00 53.97+£1.13  +25.74***  +2.98** | 7490+1.13 +3.80** +1.98 65.03+1.46 +16.82"**  +1.76
200 0 76.51£0.41 +2.42* +3.22"* | 49.154+0.95 +6.08*** +1.22 72.67+0.38 -2.73"** +4.45%** | 60.14£0.32  +0.06 +0.75
200 50 | 7856+£0.25 +4.76*** +3.16"* | 50.12+£0.88  +8.43*** +1.05 74.984+0.54  +0.02 +4.53*** 1 60.78 £0.48 +2.12* +0.96
200 100 | 79.74+0.30 +6.15***  +2.88** | 50.96+£0.76 +12.44**  +]1.24 75224051 -1.06 +4.24* | 62.64+£0.23 +3.87***  +1.29*
200 200 | 81.43+0.42 +8.07*** +2.57"* | 52.26+0.78 +20.58***  +1.56* | 76.38£0.52 +1.85 +3.65"" | 62.58+£0.26 +6.18"** +0.11
200 400 | 83.86£0.36 +10.21***  +2.11" | 55.104+0.81 +27.48** +2.35** | 76.65+0.66 +1.08 +2.94** 1 65.50+£0.25 +14.52"**  +1.00**
400 0 7745+0.38 +1.42 +3.26*** | 51.01£0.54 +5.50***  4+2.53** | 72504+ 1.53 -8.33*** +3.41* 60.81+0.76  -2.59** +0.79
400 50 | 79.66+0.32 +2.56* +3.20"* | 52.274+0.67 +8.61*** +2.53** | 74.79+£1.58 -5.16"" +3.36* 62.12+1.34  +0.16 +1.57
400 100 | 80.90+£0.38 +3.46** +2.87** | 53.19£0.71 +12.55**  +2.63** | 75.07+1.68 -6.30* +2.81 63.34+0.95 +1.19 +1.06
400 200 | 82.53+0.48 +5.21* +2.59** | 54.58+£0.72  +20.29***  4+2.85** | 76.04+1.75 -4.04 +2.16 63.46£0.74  +2.98** +0.09
400 400 | 84.66+0.52 +7.67** +1.98* 56.94+0.47 +29.07***  +3.11"* | 7643 £1.72 -3.69 +1.65 66.39+£0.80 +10.68***  +1.15

Table 1: Classification-Only Policy. The AUT performance of DRMD across different settings, datasets, and feature spaces are
reported alongside the performance differences compared to the best baseline (ABase) and the ICMDP (AIC). All results are
conducted over five runs and paired t-tests are used for statistical significance testing (* p < 0.05, ** p < 0.01, *** p < 0.001).

of this factor on the performance. The difference in perfor-
mance is denoted as AIC. Moreover, we compare DRMD
with a version of our model architecture that uses Super-
vised Learning (SL) and standard cross-entropy loss, which
we call SL-DRMD. In addition to SL-DRMD, for base-
lines, we also evaluate commonly used classifiers in An-
droid malware detection: Drebin, DeepDrebin, and Ramda.
The Drebin (Arp et al. 2014) classifier is a linear support
vector machine (SVM) originally used for its corresponding
feature space and serves as a foundational benchmark due
to its simplicity. DeepDrebin (Grosse et al. 2017) applies a
multilayer perceptron (MLP), with two hidden layer of 200
neurons, and represents a classical deep learning approach
to Android malware detection without extensive modifica-
tion. Finally, the Ramda (Li et al. 2021) classifier, developed
for its corresponding feature space, uses a variational au-
toencoder (VAE) and a MLP to classify samples. Together,
Drebin, DeepDrebin, Ramda, and SL-DRMD are evaluated
across five random seeds on the four dataset-feature-space
pairs and the difference between DRMD and the best per-
forming baseline, for that setting, is reported as A Base. See
the extended version of this paper (McFadden et al. 2025)
for all baseline hyperparameters.

6 Evaluation

This evaluation aims not only to investigate the base per-
formance of DRMD but also to assess the impact that in-
cluding rejection and AL (both monthly and integrated) has
on model performance over time. We evaluate DRMD us-
ing five seeds, following the work of Alam et al. (2024),
for each combination of dataset, feature space, and config-
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uration, totaling 172 settings. Thus, we mitigate the impact
of stochastic variance by capturing performance trends over
multiple runs and across a wide range of conditions. Our
results demonstrate that DRMD, both classification-only
and classification-rejection policies, consistently outperform
considered baselines, achieving an average AUT improve-
ment of 8.66 and 10.90, respectively. Furthermore, DRMD
significantly outperforms DCBs, Neural TS and NeuralUCB,
over all settings for the classification—only policy with an
average A Base of 9.77, see the extended version of this pa-
per (McFadden et al. 2025).

6.1 Classification—Only Policy

First, we consider DRMD trained to learn a Classifica-
tion-Only policy (7.;f), without the rejection action. Ini-
tially, when there is no AL or rejection (the first row of
Table 1), DRMD surpasses the best baselines by 6.94 on
average across five runs and all dataset-feature-space pairs.
These initial results are promising, yet do not consider a
complete malware detection pipeline. Thus, we consider
malware detection pipeline configurations using monthly
budgets for the uncertainty-based AL and rejection (Rej).

Monthly Rejection Here, we consider how integrating
uncertainty-based monthly rejection affects performance
when no AL is present. DRMD shows statistically signif-
icant improvements in performance over the best baseline in
15 of the 16 settings (rows 2-5 of Table 1), with an aver-
age ABase of 15.01. Increasing the number of uncertain
samples rejected leads to increased performance for both
AUT and A Base. This means that the samples DRMD has
high certainty on lead to more correct classifications than the



Hypercube-Drebin

Hypercube-Ramda

Transcendent-Drebin

Transcendent-Ramda

Reost AUT = std ABase Rejected | AUT =+ std ABase Rejected | AUT =+ std ABase Rejected | AUT =+ std ABase Rejected

IR 0 61.68 £ 1.71 -2.46 52.02 | 50.54+2.82 +30.69"F 533.80 | 60.70£2.34 +14.087F 21731 | 56.90£0.74 +23.98%F 599.47
-0.1 | 63.17£1.27 -0.90 58.17 | 50.99+4.94 +31.14*** 529.27 | 58.51+4.34 +11.67* 203.50 | 55.84+£1.09 +22.91*** 595.97

-1 63.19+£2.51 -1.18 38.98 | 48.18+3.91 +28.83*** 353.58 | 5896 £1.97 +11.39*** 130.99 | 56.45+1.36 +23.67*** 541.41

Reost | AUT =+ std ABase Rej&AL | AUT =+ std ABase Rej&AL | AUT =+ std ABase Rej&AL | AUT =+ std ABase Rej&AL

IRAL 0 69.75£3.13 +4.48 2895 | 6435£2.26 +33.847F 956.81 | 66.71+£3.20 -0.91 40.26 | 68.10£1.73  +12.007F 506.85
’ -0.1 6751541 +3.82 21.99 | 65.39+1.82 +36.65"** 956.98 | 60.39+8.24 -2.10 2098 | 68.32+6.43 +14.65* 869.61
-1 64.61 £4.42 +1.00 24.09 | 57.41+£4.47 +29.98** 489.02 | 57.73+5.70 -2.18 9.71 | 63.62+£0.96 +7.96*** 211.16

Reost | AUT £std  ABase AL[Rej | AUT +std  ABase AL[Rej | AUT £std  ABase AL[Rej | AUT £std  ABase AL|Rej
7237£2.69 +5.00°F 50[23.12 | 44.50+2.25 +17.977F  50[360.80 | 70.93 £ 1.91 +2.41 50[50.07 [ 61.09+2.01 +I3.51F  50]242.63

0 72.05+4.99 +3.34 100[15.34 | 50.86+3.17 +22.98*** 100|448.57 | 72.69+0.29 +0.86 100(38.87 | 63.94+0.90 +13.68*** 100|279.51

7598 £1.95 +3.23** 200/13.37 | 56.23+£0.84 +27.36"** 200[587.93 | 73.11£1.22 -1.49* 200(57.27 | 64.95+0.44 +13.53***  200|383.50

78.13+1.21 +1.95* 400]18.32 | 60.10£1.49 +31.21"* 400[724.25 | 74.66 £0.53 -6.53** 400[70.01 | 68.10+3.31 +13.39** 400/466.65

69.68 £5.69 +4.73F 50[13.67 | 43.84+2.45 +17.38F  50[344.86 | 69.74 £1.36 +1.07 50[34.48 [ 61.I5£1.90 +I12.51F  50[227.24

IRAAL 0 | 7520+178  +4.03"  100[12.72 | 50.87+£1.88 +23.24™* 100/404.13 | 72.49+£0.68 +0.99 100(39.14 | 63.23+1.69 +12.96*** 100|286.79
) 76.80 £0.64 +3.66"* 200[12.91 | 56.09 £2.14 +27.48*** 200[553.63 | 73.76 £0.75 -0.55 200(60.88 | 65.10+1.55 +12.76"**  200|338.65

7748 +£1.95 +1.95* 400]13.83 | 59.61 £0.64 +30.96*** 400/684.16 | 74.57+£0.56 -6.63"** 400(64.27 | 66.82+1.49 +10.65** 400[401.47

66.84+£429 +3.74% 5014.18 | 4499 £234 +19.277*F  50[192.70 | 65.04 £3.35 +1.56 50[6.58 | 60.17£1.52  +10.65°F 50782.58

1 69.18 £4.36  +3.74* 100[3.71 | 4826+ 1.44 +20.91*** 100[211.69 | 69.03+3.58 -1.32 100[12.30 | 63.56£0.99 +9.70***  100|140.76
70.00£5.12  +2.35 200(3.73 | 53.45+1.20 +26.06"** 200(322.32 | 70.54+1.43 -2.20 200[9.04 | 65.304+0.90 +9.97***  200[235.29

68.82+6.23 -2.04 400[4.86 | 57.53£1.21 +29.31*** 400[503.93 | 72.56 £ 1.12 -4.57*** 400[13.76 | 65.15+1.17 +4.96** 400(239.47

Table 2: Classification-Rejection Policy. DRMD performance and average monthly rejection/selection rates across cost levels.
A Base uses the seed-wise average rejections as the monthly rejection budget. All results are conducted as in Table 1.

baselines. Showing how the use of RL improves both overall
accuracy and prediction certainty in malware detection.

Monthly Active Learning In the AL setting, both the
DRMD policy and the baselines use monthly uncertainty-
based AL to select samples for retraining at each testing
month. DRMD demonstrates statistically significant im-
provements in 9 of the 16 settings (where AL > 0 and
Rej = 0 in Table 1), achieving an average A Base of 2.52.
As in the rejection-only setting, both DRMD and the base-
lines use the same AL mechanism and budgets. Note that the
diminishing returns of AL as performance improves (Mc-
Fadden et al. 2024a, 2023) coupled with the initial perfor-
mance gains of DRMD contribute to the decreasing A Base
as AL rates increase.

Monthly Rejection & Active Learning To represent a
complete malware detection pipeline we combine both
monthly AL and rejection in this evaluation, shown in Ta-
ble 1 where AL > 0 and Rej > 0. DRMD has statis-
tically significant improvements in 52 of the 64 settings,
achieving up to 29.07 AUT improvement (AL = 400 and
Rej = 400), and an average A Base of 8.71. Thus, when
the rejection of samples at high risk of misclassification and
the cost-sensitive drift adaptation of AL are applied together
on DRMD, this performs better than when only using ei-
ther individually, highlighting how our approach can yield
improvements in real world settings.

MD-MDP vs ICMDP To isolate the difference from MD-
MDP compared to ICMDP, we train a version of the
DRMD agent using the transitions and reward structure
of ICMDP (Lin, Chen, and Qi 2020). Concretely, episodes
continue until either a) malware is misclassified or b) the
agent runs out of training samples. Otherwise, states and
actions are the same as in the MD-MDP. As a result, the
next states are based on the next sample from the dataset.
Rewards are structured as in R,.., however, rewards from
goodware samples are scaled down by &. For fairness, we
use the same PPO architecture and hyperparameters to train
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both our agent and the ICMDP agent. The AIC columns in
Table 1 show the gains or losses of the MD-MDP DRMD
agent over the ICMDP DRMD agent across all combina-
tions of dataset-feature-space pairs, AL rates, and rejection
rates. Overall, the MD-MDP outperforms ICMDP in 97 out
of 100 settings, with 45 settings being statistically signifi-
cant, and achieves an average AIC of 1.94. These results
demonstrate that beyond theoretical modeling discussions,
the MD-MDP is empirically better suited for integration into
wider malware detection pipelines.

6.2 Classification-Rejection Policy

Extending from the Classification-only policy, the DRMD
Classification-Rejection policy (7)) integrates the rejection
action, a,j. Importantly, this action enables the agent to ab-
stain from making a decision on a sample if there is insuf-
ficient information, high uncertainty, or concept drift. Note
how, previously, rejections occurred only at the end of each
month; however, the rejection action provides real-time ab-
stention as the samples are seen, thus opening up the po-
tential for real-time detection systems in future work. To
maintain the capability for such decision making while fa-
cilitating AL, the samples resulting from the rejection action
are used for retraining. We consider three different rejection
costs (Rcos¢) to show how they effect the performance of
DRL agents that can reject malware samples, which has not
been considered in prior work. We present the results in Ta-
ble 2, showing A Base as the comparison of DRMD to the
best baseline. To ensure consistency in the number of re-
jections, the seed-wise average rejections (rounded up) of
DRMD is used as the budget for baseline rejections.

Integrated Rejection (IR) The IR setting introduces the
rejection action without any additional AL on rejected sam-
ples. The results can be seen in Table 2, under ‘IR’, and show
statistically significant improvements over all baselines in 9
of the 12 settings with an average ABase of 16.15. This
shows that the agent can effectively learn a policy that rejects
samples likely to be misclassified. When comparing the two



Added Hypercube-Drebin Hypercube-Ramda Transcendent-Drebin Transcendent-Ramda
AUT = std Rejected | AUT =+ std Rejected | AUT =+ std Rejected | AUT =+ std Rejected
Basic DRMD 59.22 £ 1.58 - 12234+152 — | 46.53 £1.48 -1 3775+£221 -
Temporal Reward Scaling 56.15 £ 0.64 — 12574 £ 155 — | 46.18 £2.07 — | 3739 £ 244 -
Malware Reward Scaling 64.07 +£ 1.77 — | 43.95+0.88 — | 56.80 £ 0.65 — | 49.80 £ 1.90 -
4 Hidden Network Layers 63.56 + 1.69 -1 4344+143 — | 57.69 £0.83 — | 49.90 £ 0.56 -
512 Neuron Hidden Layers 6333+ 1.14 — | 45.03 £0.68 — | 58.07£0.53 — | 50.46 £ 0.87 -
Integrated Reject Action 61.42 +0.90 0.00 | 44.90 £0.79 0.00 | 57.88 £2.22 0.00 | 50.28 £+ 1.22 0.00
Reward Reject Outcome 61.68 + 1.71 52.02 | 50.54 +2.82 533.80 | 60.70 £ 2.34 217.31 | 56.90 £ 0.74 599.47
Reject Cost (Reos:=-0.1) 63.17 £ 1.27 58.17 | 50.99 + 4.94 529.27 | 58.51 £4.34 203.50 | 55.84 + 1.09 595.97
Integrated Rejection with AL | 64.24 £ 1.78 9.70 | 52.49 £1.07 391.02 | 59.47 £ 0.79 17.11 | 62.90 £+ 1.07 170.39
Sliding Retraining Window 67.51 £541 21.99 | 6539 £ 1.82 956.98 | 60.39 + 8.24 20.98 | 68.32 £6.43 869.61
Augmented Active Learning | 77.48 +1.95 400[13.83 | 59.61 & 0.64 400|684.16 | 74.57 £ 0.56 400|64.27 | 66.82 + 1.49 400|401.47

Table 3: Ablation Study. DRMD performance and rejection/selection rates starting with the simplest base approach and adding
components of DRMD back sequentially. AUTS reported show the mean =+ std performance of DRMD across five runs after
adding the component, specified at the start of the row, to the version of DRMD from the previous row. ’—’ denotes rejection
is not enabled and italics denote that the samples are also used for AL.

feature spaces (Ramda and Drebin), we see a disparity in the
average number of rejections. Specifically, policies trained
on Ramda reject more samples than those trained on Drebin.
We hypothesize that the reduction of information encap-
sulated by Ramda results in greater prediction uncertainty
compared to the Drebin feature space. Increasing R.,s; in-
tuitively reduces the number of rejected samples with only
a minimal effect on A Base. This implies that higher R,
values lead DRMD to be more selective in rejection.

IR with Active Learning (IRAL) To go beyond the mit-
igation of concept drift and allow self-adaptation, we in-
clude the samples rejected in each period for retraining
DRMD by updating the fine-tuning sample sliding window.
The IRAL section in Table 2 shows the results of the com-
bined rejection and AL policy across each combination of
the dataset-feature-space-pair per rejection cost. Compared
with the best baseline for each setting, DRMD shows sta-
tistically significant improvements in 7 of the 12 settings
with an average A Base of 11.60. In Hypercube-Drebin and
Transcendent-Drebin, retraining on rejected samples leads
to higher confidence in classification actions. As R,s; in-
creases, this leads to a reduction in the number of rejected
and, thus, retraining samples in subsequent periods causing
the observed drop in performance.

IR with Augmented Active Learning (IRAAL) To help
mitigate the impact of conservative rejection policies and en-
sure stable retraining budgets for AL, the IRAAL section in
Table 2 presents integrated rejection with augmented AL.
Augmented AL extends the rejection-based sampling used
in IRAL with uncertainty sampling so that, given a prede-
termined budget for AL, the model samples up to the pre-
determined labeling budget for retraining if the agent was
conservative in rejections, and downsamples to the budget if
the agent is rejecting more samples. We compare using the
four different AL budgets as in Section 6.1. The results show
statistically significant performance gains over the baseline
approaches in 33 of 48 settings, with an average A Base of
10.75. Highlighting that the augmented AL budget improves
stability and performance compared to the IRAL results.
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Ablation Study In Table 3 we present a cumulative com-
ponent breakdown of the AUT performance of DRMD
across the four dataset—feature-space pairs. Starting from the
basic DRMD (single 128-neuron layer, =1 reward, no re-
jection), performance is uniformly low. Introducing tempo-
ral and malware reward scaling immediately increases AUT
across all settings, highlighting the importance of incorpo-
rating both the spatial (malware distribution) and temporal
aspects of the domain into the reward function. Increasing
the capacity of the model, both by the number of hidden lay-
ers and by the number of their neurons, provides marginal
improvements. Adding the integrated reject action with-
out reward R,.; leads to the model not rejecting any sam-
ples and to negligible performance differences. Crucially,
rewarding rejected outcomes provides a large performance
increase as it allows the agent to learn to balance absten-
tion and misclassification risk, with the rejection cost fur-
ther refining this trade-off. Subsequently, integrated rejec-
tion with AL enables the agent to adapt to drift over time and
coupled with the sliding retraining window provides perfor-
mance increases in all but the Transcendent-Drebin setting
where DRMD becomes too conservative in rejection. By
rectifying this, augmented active learning yields a increase
in AUT performance across most settings.

7 Conclusion

We introduce a new one-step MDP formulation for malware
detection, MD-MDP, which enables the unification of DRL,
cost-aware rejection, and AL to counteract concept drift
in temporally split evaluations. We use MD-MDP to train
the DRMD agent. Our results demonstrate that across two
Android malware datasets and two feature spaces, DRMD
outperforms the baselines of Drebin, DeepDrebin, Ramda,
and SL-DRMD (SL version of DRMD) by an average of
8.66 AUT using the classification-only policy. Furthermore,
we show that DRMD learns effective strategies that enable
real-time detection, rejection, and AL leading to an average
10.90 AUT increase over the best baselines for all settings
using the classification-rejection policy.
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